
A critical notice from your bank. 

An urgent notification from USPS, FedEx or UPS. 

Look familiar?
More often, scammers call, email, or text you and pretend to be your bank, a family member, 
government agency, or someone else you trust. So, how do you decide whether you should click on 
that link, call that number, give your information, or send that money? Here are some things  
to remember:

• Be suspicious of any call from a person asking for money or 
information, no matter who they claim to be. 

• Do not let anyone pressure you to act! Take time to do research 
or hang up and call back.

• Check with the real bank, person, agency, or company by 
contacting a number you know or a number directly from the 
organization’s website.

• Don’t trust caller ID. These days, it’s easy to spoof a  
phone number. 

• Never pay with a gift card, wire transfer, or cryptocurrency  
(e.g. bitcoin).

• Don’t give sensitive information out such as your social security 
number, bank or credit card information or any other personal 
identifying information. Your bank nor an agency will call, text 
or email you and ask for this information. 

If you have fallen victim to an imposter scam, it is important to do the following:

• Contact your financial institution or creditor’s fraud department and notify them of the situation.

• File a report with your local police. Ask for a copy of the report.

• Check your credit reports and place a fraud alert on them. You can get a free copy of your credit 
report at annualcreditreport.com or (877) 322-8228. To place a fraud alert on your credit report, 
contact one of the three major credit bureaus - Experian, TransUnion or Equifax.

• Contact ChexSystems at (888) 478-6536 to place a security alert on the compromised bank 
account. 

• File an ID Theft incident report by contacting the Federal Trade Commission at identitytheft.gov 
or (877) 438-4338.

!

https://www.ohioattorneygeneral.gov/Law-Enforcement/Law-Enforcement-Directory
https://www.annualcreditreport.com/index.action
https://www.identitytheft.gov/



