
Top Four Financial Scams to 
Watch Out for this Holiday Season

Every year, Santa makes his list, checks it twice, just to find out who is  
naughty or nice. This year, Santa is making a different kind of list and hopes  
you check it twice! 

Here are Santa’s top financial scams to look out for this holiday season:

Online Shopping 

There are many precautions to take when shopping online. It’s easy for scammers to design a fake website 
that looks a lot like a real one. A fake website can easily show up in your search results, or simply mistyping a 
website URL can lead you down a scammer rabbit hole. Here are some key items to look for when shopping on 
the internet:                                                         

• Look at the address bar towards the top of your internet browser and make sure it has ‘https.’ Hypertext 
Transfer Protocol Secure (https) means your transaction is encrypted; but, like anything on the internet, 
don’t rely solely on this tip.

• You also may want to pay by credit card, instead of using your debit card, since it provides added 
protection if something were to go wrong.

• Lastly, keep tabs on your bank and credit card statements. Be sure to continuously check your accounts 
for any unauthorized activity. For more great tips on how to shop safely online, click here.

E-Commerce Marketplace 

An e-commerce marketplace is a type of e-commerce website where product or service information is provided 
by multiple third parties. Some of the most well-known marketplaces include Amazon, eBay, Etsy and Facebook 
Marketplace. These sites allow you to sell and purchase items, which means plenty of risks are involved. When 
selling items on an e-commerce marketplace, try to finalize sales through the actual marketplace. Scammers like 
to message sellers, asking them to use payment services outside of these websites, like wire transfer services 
and peer-to-peer (P2P) apps. Peer-to-peer (P2P) payment services, also known as money transfer apps, allow 
the transfer of funds between two people. An individual can use various funding methods such as a checking 
account or debit card. This is generally done online or through a mobile app. Although convenient, P2P payment 
services can have their own red flags, so always proceed with caution. For more information about P2P payment 
apps and tips to stay safe, click here. 

Phishing Emails and Texts

Scammers use email or text messages to trick you into providing personal information. They may try to steal 
passwords, account numbers, or Social Security numbers. If they get that information, they could gain access 
to your email, bank, or other accounts. Scammers launch thousands of phishing attacks like these every day — 
and they’re often successful. During the holidays, more and more consumers see phishing attempts from mail 
services they think are legitimate, such as UPS or FedEx. They claim your item is ready to ship, but you need to 
update your shipping preferences, and you need to click a “link” to continue. The best thing you can do in this 
situation is to avoid clicking the link. If you get an unexpected email or text message, do not click on any links 
— or open any attachments. If you think it could be legitimate, contact the company using a website or phone 
number you know is real. Do not use the information in the email or text message. 

https://www.consumer.ftc.gov/articles/0020-shopping-online
https://staysafeonline.org/wp-content/uploads/2019/11/Online_Holiday_Shopping_2019.pdf
https://www.com.ohio.gov/documents/fiin_P2PPaymentServices.pdf


Gift Cards

A gift card is one of the most popular ways to give to loved ones for the holidays, but it’s also a favorite way for 
scammers to swindle money. You want to buy gift cards from sources you know and trust. Try to avoid buying 
them from online auction sites because they are often fake or stolen from the original store which sold them. 
Inspect gift cards before you buy. A gift card should have all its protective stickers in place. Report the card to 
the store if anything looks scratched off or damaged. Additionally, when you buy a gift card, save the receipt. 
Keeping the receipt can be helpful if you run into problems with the card. Report a lost or stolen gift card to the 
card’s issuer immediately. Most card issuers have toll-free numbers you can find online to report a lost or stolen 
card. Depending on the card issuer, you may even be able to get some money back.

If you have fallen victim to any of these scams, it is important to do the following: 

• Contact your financial institution or creditor’s fraud department and notify them of the situation. 

• File a report with your local police. Ask for a copy of the report. 

• Check your credit reports and place a fraud alert on them. You can get a free copy of your credit report at 
annualcreditreport.com or (877) 322-8228. To place a fraud alert on your credit report, contact one of the 
three major credit bureaus: Experian, TransUnion or Equifax. 

• Contact ChexSystems at 888-478-6536 to place a security alert on the compromised bank account. 

• File an ID Theft incident report by contacting the Federal Trade Commission at identitytheft.gov or  
877-438-4338.


